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ABSTRACT

Today, Al(Artificial Intelligence) technology is being extensively researched in various fields, including the field of
malware detection. To introduce Al systems into roles that protect important decisions and resources, it must be a reliable
AI model. Al model that dependent on training dataset should be verified to be robust against new attacks. Rather than
generating new malware detection, attackers find malware detection that succeed in attacking by mass-producing strains of
previously detected malware detection. Most of the attacks, such as adversarial attacks, that lead to misclassification of Al
models, are made by slightly modifying past attacks. Robust models that can be defended against these variants is needed,
and the Robustness level of the model cannot be evaluated with accuracy and recall, which are widely used as Al
evaluation indicators. In this paper, we experiment a framework to evaluate robustness level by generating an adversarial
sample based on one of the adversarial attacks, C&W attack, and to improve robustness level through adversarial training.
Through experiments based on malware dataset in this study, the limitations and possibilities of the proposed method in the
field of malware detection were confirmed.
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Table 1. Configuration of Dataset

Dataset Malware Normal Total
Train 17,562 11,568 29,130
Test 4,513 4518 9,031

Table 2. Configuration of AVClass

AVClass Train Test
autoit 40 171
ramnit 40 57

scar 40 17
winactivator 40 56
zegost 40 37
Total 200 338
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7N, AAF 11,5687 & 29,130709] dHo|H S Al&3}
gow, H2E dHolgAl: o 45130 AHA
451870 = 9,031709] dloleE Algssic). &%
ol oA 2HalEl AVClass ok 800744 % 743
wo] 7A&% A9 5719 AVClassihe AHg-slo] A
& Agsldrl. AVClass®] 74> Table 29
Zc}, 345 dlolEl& autoit 4070, ramnit 407H,
scar 4078, winactivator 4078, zegost 407H=Z
Z 200715 AHEskEon HAE dolEE autoit
17170, ramnit 5770, scar 177], winactivator
5671, zegost 3T/NZ % 388705 AHg-3sldr}.
do]el el Feature TAL oA FE9
PE(Portable Executable) TF&& #A3}e
Feature® #%31%itt. PE 349 PE header$t
PE sectiondll= 3tde] Ao Ha3dt Ry} EA)
gt} o] 5 PE header®] ARl 377¢]
features %3191, PE section® Entropy%
AFE-sle] 1287019 feature® WEhsle], PE &
FE 2 165709 features FE3be] AREslt).
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Al mde Fig. 93 o] ol2] Layer® o]Fo]
Zl DNN =4S apgslodon] 185 Parameter
= FHEE WUAE] sk 2= 3709 Layerol
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Fig. 9. Proposed DNN Model

Table 3. Results of ai model learning

Accuracy Precision Recall F1 score

DNN 97.41% 97.42% 97.41% 97.41%

100, epochs = 93% &< FErlelz A3
t}. ZX3} e ReLUS AMgsigion, nix|dt
Azl 2709 ¥ o7 Softmaxs AHEste] 7+ 2}
ol tigk gEghe] AT RS wd& AAsI
Al 279] &< A3= Table 37 2t}
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Adversarial Attacks #3814 C&W Attack
71 AMEskler, AREl C&W  Attack®]
Parameter+= Table 49} %t} Adversarial
training ©]&d| 43 Adversarial sampled
75 578 family 27l sl 40704 % 200782
Adversarial sample® AAsIAch 2 A
autoit 1670, ramnit 2370, scar 1570,
winactivator 3971, zegost 31709 dHeJglol of
3] Adversarial sample AMAdl AFstch
ARS 4= =% #Z3} autoit 0.3650, ramnit
0.7513, scar 4.4400, winactivator 0.6370,
zegost 1.05749 A& vehds o + slsdch
training o] o At
Adversarial sample®] 7% Adversarial
training o3} o] 570 family Z2tell disl] 40
WA ZF 200702] Adversarial sample> AJAIs}
gt 2 23} autoit 1670, ramnit 2271, scar
3271, winactivator 397W, zegost 31712 ©lo]¥

Adversarial
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Table 4. C&W attack Parameter

Table 5. Comparison of Accuracy Score before
and after Adversarial training

o tla] Adversarial sample Al AdFstsict.
ARS 4= =% Z3} autoit 0.5765, ramnit
2.3748, scar 0.9097, winactivator 0.6809,
zegost 0.4536%] 25 JepdS & 4 9o
training o] =z}
Adversarial training ©]% 2&¢] 57§¢] family
of gt Accuracyd AFHE3FATE Accuracy AHE
ZA3t= Table 59} #t}. Adversarial training
o]7 =mdlelA autoit 1.0, ramnit 0.98245,
scar 0.88235, zegost 1.0, winativator
0.982147} AF&=%ic}. Adversarial training ©]
A =mddd 5719  AVClassel Wi it
Accuracy® 0.99817¢] 43]& ‘/}EH:] o 4 9l
9o}, Adversarial training °©]% A= wdlo
A& autoit 0.99415, ramnit 1.0, scar
0.88235, zegost  0.97297, winativator
0.982147} AF&=%lc}t. Adversarial training ©]
T mdodq  5/0¢  AVClassel gt 4
Accuracy= 0.985209] +3& JepdS & 4 3
ol 4= ZA3=E E3] Adversarial training °]
% 570¢] AVClass % ramnit® 7% Accuracy
7V SR AS #3RIT 4 99le, scar,
winativatorel4l=  Accuracy’} 4, autoit,
zegost< 238 Accuracy’} FHAashe 7gke] 9l
5 21 4 3lgic)

Adversarial training °©]%12] ARS %<} o]
2] ARS 25 vlasgict, 2 A= Table 6,
Fig. 107 #r}  Fig. 1014 ARS_1&
Adversarial training ©]A¢] ARS $#& <|v
sle, ARS_2% Adversarial training ©]3¢]
ARS FHE vl
ramnit, winactivatore] 7-$-ol&

Adversarial

o, n.l[o

family % autoit,
ARS <=7}

Parameter Value
Confidence 0.0 Number of data | Normal model | Robust model
Targeted False autoit 171 1 0.99415
Learning rate 1.00E-02 winativator 56 0.98214 0.98214
binary_search_step 100 scar 17 0.88235 0.88235
max_iter 1000 zegost 37 1 0.97297
initial_const 0.01 ramnit 57 0.98245 1
max_having 500 total 338 0.98817 0.98520
max_doubling 500
batch_size 1 Table 6. Comparison of ARS before and after

Adversarial training

. . winativ
AVClass autoit | ramnit scar ator zegost

ARS Before | 0.365 0.7513 | 4.4400 | 0.3670 | 1.0574

Adverial training 0
ARS After 0.576
Adverial training 5 2.3748 | 0.9097 | 0.6809 | 0.4536
RS 1
4 ARS 2

IJI IL

autoit ramnit scar winactivator z=gost

=1

Fig. 10. Comparison of ARS before and after
Adversarial training
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V. Discussion
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